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Abstract

In this thesis, the proposed image encryption approach presented that
were based permutation techniques, each of them is combined with other
permutation techniques to obtain the encrypted image.

The first proposed approach is cascaded Iterated permutation (CIP)
that iterated the pixels permutation of a grayscale image (256x256 pixels)
for several times. In the second proposed approach which is Cascaded
Combined Permutation (CCP) decomposed the secrete grayscale image
(256x256 pixels) into four quarters, each part is to be encrypted by
different permutation technique. The encrypted quarters are combined
and further encrypted with another permutation technique to produce the
encrypted image. The resulting encryption has several key points of
strength such as the sequence order. Another key points are the
coefficients a, b for each permutation algorithm. The permutation based
image encryption technique gives a good encryption interms of MSE and
correlation.

For more security, it is needed to change the pixels position and
value instead of changing position only. FFT increase the degree of
security by altering the pixels value. The merging of the two approaches
led to strong encryption takes the benefits of each of the merged
approach.
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Another transform that changing the pixels position is Hadamard
Transform (HT) and Walsh-Hadamard Transform (WHT). So, the
merging of the two approaches (CIP and CCP) with (HT & WHT) led to
a efficient and good encryption while conserve the size of encrypted
image unchanged.
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