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Title of Thesis:

A Proposed System For Secure Data Communications Using Cryptography And
IPv6 Steganography

Abstracts of Thesis:

Security is an important topic in any communication. This thesis combines cryptography method with steganography to
enable sending confidential data by utilizing IPv6 protocol header as the cover to conceal the secret messages. In
cryptography, RC6 was executed in CBC mode to encrypt/decrypt N blocks of the data. The key was generated using a
proposed PRNG. For entity authentication or (origin authentication) a proposed MAC was implemented to the encrypted
data to obtain the MAC value that will be sent along with the encrypted data to the receiving endpoints. After obtaining

the encrypted data along with the MAC, both will be embedded in IPv6 flow label field.




