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Abstract of thesis:
In this work, a novel method for optical security system has been proposed. This

method is based on multifactor optical encryption authentication (MOEA) and
photon-counting (PC) imaging technique. A sparse image is created by applying
photon-counting technique to the multifactor encrypted function. Not only does the
integration of both techniques increase the resistance of the multifactor security
system against intruder attacks, but also an increased capacity for signal hiding
with simultaneous data reduction are gained for better fulfilling the general
requirements of protection, storage and transmission. From this proposal, for the
first time, a multifactor optical ID tag authentication using binary phase encrypted
data and photon-counting is presented. This optical ID tag can be easily
implemented since it depends on phase data. The proposed optical ID tag is also
more encrypted than the traditional encryption technique.



